MQTT And Azure loT

For more information on these topics, see MQTT Protocol and Introduction to Microsoft IoT Hub.

Quick video tutorial (no audio)

System Requirements
The requirements for a successful configuration of MQTT and Azure are listed below:
® MQTT Driver version 0.2.1

® Microsoft Azure loT Hub Account
® Visual Studio Code with an Azure IoT Hub

Configuration Settings

Visual Studio Code

Visual Studio Code is an open-source, streamlined code editor with support for development operations like debugging, task running, and version
control. Visual Studio Code can be downloaded here.

To download the extension that allows interactions to Visual Studio, Azure 10T Hub, and loT Device Management, click here.

1 This guide assumes that an loT Hub already exists within the Azure Portal account.

After installing the extension, open the VSCode application. In the explorer pane of the VS Code, click the "Azure IoT Hub” tab in the bottom left corner (1
below), and click "Select IoT Hub” (2) in the context menu.

If you are not signed into Azure, a pop-up will appear in the bottom right corner to prompt you sign in to Azure (3).


http://mqtt.org/
https://docs.microsoft.com/en-us/azure/iot-hub/about-iot-hub
https://code.visualstudio.com/
https://marketplace.visualstudio.com/items?itemName=vsciot-vscode.azure-iot-toolkit
https://docs.tatsoft.com/download/attachments/29493248/Tatsoft_LearningIn5Minutes_MqttWithAzure.mp4?version=1&modificationDate=1642183110000&api=v2
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Azure IoT Hub Toolkit Extension
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Create loT Hub

Your Azure Subscription list will appear after you sign in. Select the Azure Subscription and IoT Hub. After a few seconds, devices and endpoints will
appear in the Azure 10T Hub tab.
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New loT Devices can be created through the Azure 10T Hub extension. Select the context menu (1 below), click on Create Device (2), and enter a Device
ID for the new loT device.
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Now that your device is created, you need to setup your Connection String and SAS Token.
To do this, right click on your device and select Get Device info. You should see information displayed in the output window.
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Review the Connection String that was created for the device and record the following pieces of information from this string:

Host Nane = Tat sof t Test Hub. azur e- devi ces. net Deviceld = NewDevi ce

Right click on the device, select Generate SAS Token for lot Hub, and enter the expiration time. You should see the information displayed in the output
window.
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Record the following pieces of information from this string:

Password = SharedAccessSi gnat ure sr=Tat sof t Test Hub. azur e- devi ces. net &si g=pzz XCZK9%R
BQ6dJUe2Hf 1Spt TR1oPMbf yi pOKOIMATQPZc4¥8D&skn=i ot hubowner &e=1593008673

To verify that data is flowing from the MQTT Driver to the cloud-based Azure 10T Hub, right click on the device and select "Start Monitoring Built-In Event
Endpoint”.
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[IoTHubMonitor] Start monitoring message arrdved in built-in endpoint for device [MNewDevice] ...
[IoTHubMonitor] Created partition receiver [8] for consumerGroup [$Default]
[IoTHubMonitor] Created partition receiver [1] for consumerGroup [$Default]

MNewDevice L.

Send D2C Message to loT Hub
Send C2D Message to Device
Invoke Device Direct Method
Edit Device Twin

rt Monitornng
Start Receming C2D Message
Generate Code
Generate SAS Token for Device
Get Device Info
Copy Device Connection String

Delete Device

MQTT Driver

In your project’s Engineering environment, navigate to Devices > Channels and add a new MQTT channel by selecting it from the Installed Protocols
menu.

In Devices > Nodes, add a node for the newly created MQTT Channel. The primary station's configuration is made as follows:

URL = <Host Nane> Port = <Port Number>

Client ID = <Device |d>

Username = <Host Nane>/ <Devi ce |d> Password = <SAS Token>

TLS Version = <TLSvl. 0>

X059 Certificate = <Certificate thunbprint> (optional) QS = <Quality of Service>
Keep Alive = <Message sent to Broker to prevent the link from being broken> (in seconds)

For the 10T Hub and the device configured in VSCode, the parameters are as follows.



URL = Tatsoft T TestHub. azure-devi ces. net Port = 8883

Client 1D = NewDevice

User name = Tat soft Test Hub. azur e- devi ces. net/ NewDevi ce

Password = SharedAccessSi gnat ure sr=Tat sof t Test Hub. azur e- devi ces. net &si g=pzz XCZK%R
BQ6dJUe2Hf 1Spt TR1oPMbf yi pOKOIMATQPZc4¥8D&skn=i ot hubowner &e=1593008673

TLS Version = <TLSv1.0> X059 Certificate =
QS = At Mbst Once Keep Alive =1
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URL TatsoftTestHub.azure-devices.net
Port 8883
ClientiD NewDevice
Usemame TatsoftTestHub.azure-devices.net/N
PﬁSSWDrd SRS SRS BRI NARENRBERRR NI
TLSVersion
X509 Certificate
AtMostOnce

Keephlive (sec) 1

Finally, in Devices > Points, fill in the address information according to the syntax below:

devi ces/ <Devi ce |d>/ nessages/ events/

For this example device, the correct topic is:

devi ces/ NewDevi ce/ nessages/ event s/
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Once the device configuration is complete, go to Run > Startup and execute the project. Enable the Debug and Devices options by clicking on settings
and selecting the corresponding boxes. Open the TraceWindow and monitor the communication exchange.

Filter Message by I Aute-Scroll Abways on bop

Dirag @ calumn header here to group by that calumn, Iz‘
Dazz Tire Type | ModuleName  [info 1 |info 2 | Message
__ 23/06/2020 13:10:25.267 nfo Davice MoTT Inidiaizing Device Madulz
23/06/2020 13:10:25.268 Debug Disvice MOTT Dievice OnStart - Reading channel configuratian
_ 13/05/2020 15:10:25.356 Debug Dvice MaTT Dievice OnStart - Creating tag points list
_ 13/05/2020 15:10:25.577 Debug Dvice MOTT Dievice OnStart . Loading driver asssmbly
230672020 13:10:25 380 nfo Device: QT Pretocol: MOTT lgaded, (Version : 3.0.2.1)
23/06,/2020 13:10-25,380 Desug svice QT Dievice OnStart - Loading driver assemily
2H06/2020 13:10:25 384 Debug Device: MaTT Device.OnStart ;- Creating Fist of COMAPIs

2020 13:10:25 403 Debug Davice QT Device OnStart - Creanng group configuration

23/06/2020 13:10:25 433 Debug Davice naQTT Dievice OnStart :: Creating events and fill groups
2306/ 1310125 449 Detug Davice haaTT Device OnStart - Creanng treading podl

3 020 13:10:35 450 Detug Davice narT Davice OnStart - Finalizing infalization
_ 23/06/2020 13:10025 450 o Davice naarT Davice Modul2 Inidalized Successiuly
23/06/2020 13:10:26.415 Detug Davice naarT Conneoing 1o Broker O
: 23/06,/2020 13:10:26.416 Debiug Davice narT Imitalization ok
23/06/2020 15:10:26 416 Debiug Davice MOTT Treating Topic.devices NewDevica /maisages fevants,
i I3/06/2020 13:10:26.429 Debug Device MarT Subscribing Topics
: 23/06/2020 13:10-26.435 nfo Device MQTT ok 1D: 1 - Command Success. [Master) devices/NewDevice messages/events)
_ 13/06/2020 15:10:27.457 nfo Davice MAQTT1 ok ID: 2 - Command Success, [Mastar) 5 /M Device/messages syents/
_ 13M6/20201310:29.473 nfo Device MQTT1 ok 10: 3 = Gommand Success. [Master) devices/NewDevice/messages/events/
2306720200 13:10:31.474 nfo Device MaTT1 ok 10: 4 = Gommand Success. [Master) devices/NewDevice/messages/events/
230672020 13:10:33 473 nfo Device MaTT1 ok 10: 5 = Gommand Success. [Master) devices/NewDevice/messages/events/
23/06/2020 15:10:35.149 Debug Davice MaTT Sending Message: Topic: devices/NewDevice/messages/events/ Valwe: Message 1 TimeStamp: 23/06/2020 13:10:35 -03:00
23/06,/2020 13:10:35 149 nfo Davice MOTTL ok 1D: 6 - Command Success. [Master) devices NewDevice/ messages/events/ Value: Massage 1
23/06/2020 13:10:35.435 no Davice MOTTL ok 1D: 7 - Command Success. [Master) devices NewDevice/messages/events/
23/05/2020 13:10:37 479 info Diavice MOTT1 ok 1D: 8 - Command Swccess, [Master) d s /NewDevice/messages/events/
_ 13/05/2020 15:10:39 483 nfo Diavice MOTT1 ok 10: 8 - Command Swccess, [Ma Imessages/events/
23/06/2020 13:10:41.507 o Davice MOTT1 ok D10 - Copmmand Succece Macrac] dea s et
b 20 13;10:42.302 Debug Dimvice MOTT Sending Message: Topic: devices/NewDevice/messagesfevents) Valus: Messags Test TimeStamp: 23,/06/2020 13:10:42 -03-00
: 23/06,/2020 13:10:42 302 nfo Device MGTTL ok 10: 11 - Command Success. {Master] devices/NewDevice/messages/events/ Value: Message Test
23A06,/2020 13:10:43 505 nfo Dimvice MGTTL ok 10: 12 - Command Success. {Master] devices/NewDevice/messages/ewents/
-
Settings... Clear Continue Export... Close
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[IoTHubMonitor] Stopping built-in event endpoint monitoring...
[IoTHubMonitor] Built-in event endpoint monitoring stopped.

[IoTHubMonitor] Start monitoring message arrived in built-in endpoint for all devices ...
[IoTHubMonitor] Created partition receiver [@] for consumerGroup [$Default]
[IoTHubMonitor] Created partition receiver [1] for consumerGroup [$Default]
[IoTHubMonitor] [1:18:35 PM] Message received from [NewDevice]:

“"Message 17

[IoTHubMonitor] [1:18:42 PM] Message received from [NewDe

"Message Test™
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